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ISSUE SUMMARY

We take cybersecurity at Vantive seriously and are currently monitoring and evaluating the recently published
announcement of the vulnerability affecting Mirth Connect under CVE-2023-43208. Mirth Connect is an open-
source data integration platform from NextGen HealthCare that is used to connect data from medical systems
to an electronic medical record. This vulnerability has been classified as critical. For a more detailed description
of this vulnerability, it is recommended customers view the information provided in the National
Vulnerabilities Database.

Products in Scope
The products listed below were identified as being impacted by CVE-2023-43208:

e Sharesource Connect

RESPONSE

Customers can upgrade Mith Connect to version 4.4.2 on their Sharesource Connect servers and can contact
Vantive Technical Support if any assistance is needed.

If you observe any activity associated with this vulnerability, contact your service representative immediately.
Please contact the Vantive Product Security team at global.corp.product.security@vantive.com if you have
any additional questions. As further information becomes available, Vantive will assess for any potential
impact on its products and update this security bulletin.




